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Abstract

This research aims to identify the factors influencing the improvement of data security in cloud
networks, with a practical application on the Arabian Gulf Oil Company (AGOCO) in
Benghazi. The study adopted the OCTAVE-S methodology for risk analysis and used a
questionnaire as a tool for data collection from a sample of 81 employees.

The research focused on several key areas: protection of sensitive data, encryption and security
technologies, identity and access management, data governance, risk management, and
regulatory compliance.The results showed that data protection is a top priority within the
company (96.6%), with clear policies for data classification in place, though they require
regular updates. Encryption protocols were found to be 82.1% effective, but not sufficiently
updated. Participants confirmed the effectiveness of access management (88.8%), while the
implementation of multi-factor authentication was found to be limited.

In terms of data governance, employee adherence to policies was moderate (78%). As for
regulatory compliance, it reached 83.1%, though there is still a need to fully align with
international standards such as ISO 27001 and GDPR.
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The study concluded that the company has a good institutional awareness of cybersecurity;
however, there are gaps in areas such as updating policies, strengthening encryption protocols,
expanding the use of multi-factor authentication, and achieving full compliance with
international standards.Based on these findings, the study recommended the development of
flexible risk response plans, the adoption of modern security technologies, and stricter
enforcement of governance and compliance, all of which contribute to building a secure and
reliable cloud environment.
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