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Abstract
This research explores the use of algebraic rings and coding theory as framework for
constructing cryptographic systems that are secure against quantum threats. As quantum
computing continues to evolve, classical encryption methods like RSA and ECC are becoming
increasingly vulnerable to quantum algorithms, especially Shor’s algorithma modern
mathematical.
The study focuses on the theoretical foundations of ring structures and error-correcting codes,
emphasizing their practical application in designing quantum-resistant encryption algorithms.
A key focus is the NTRU cryptosystem, which is based on polynomial rings and is recognized
for its efficiency and resilience to quantum attacks.
A simplified Python implementation of NTRU is provided to demonstrate the encryption and
decryption processes using algebraic ring operations. The research confirms that these
structures offer a powerful and efficient basis for post-quantum cryptography.

Keywords: Abstract algebra, coding theory, quantum cryptography, quantum computing, ring-
based encryption.
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